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2 Copyright © 2019 Oracle and/or its affiliates.



Oracle Identity and Access Management

Applications Security

DENTITY Identity Admin and A
MANAGEMENT anagement




B e S
Oracle Identity and Access Management

A maguk teriiletén vezetd termékek teljeskorti csomagja

|ldentity Admin&Gov. Access Management Directory Services

|dentity Governance Access Management Directory Services
Suite Suite Plus Plus
|dentity Manager Access Manager Internet Directory
|dentity Manager |dentity Federation Unified Directory
Connectors

Security Token Services

Top level suites Manageability

Enterprise ldentity Services Suite Enterprise Manager IdM Pack Plus

Identity & Access Management Suite
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Oracle Identity Admin & Governance (IDM)

El6irasoknak val6 megfelelés, gyors megtériilés
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Kozponti IDM kornyezet nélkil: komplexitas

Identitas User 1/
tar 1 Jelszd 1

Operac105 > o
rendszer 1

ldentitas User 2/
tar 2 Jelszo 2

Fizikai
felhasznalo ldentitas User 3/
tar 3 Jelszd 3




Oracle Identity Admin & Governance (IDM)
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Intézmenyi felhasznalok leképezeése:
* Megbizhato nyilvantartasok
e TObb forras is hasznalhato




Oracle Identity Admin & Governance (IDM)
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Operacios >
rendszer

,Trusted
Reconciliation”

Megbizhato forrasok olvasasa:
« Automatizalt, valtozas detektalas
« Szervezeti struktura lekepzese




Oracle Identity Admin & Governance (IDM)
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Provisioning:
« Végponti felhasznald beallitas
« Végponti jogosultsag beallitas
« Jelszo beallitas

* Fentiek visszavonasa




Oracle Identity Admin & Governance (IDM)
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Konnektorok:

* Dobozos integracio kdzel 40
gyartoi termékhez

« Testreszabhato konnektorok

« Generikus konnektorok




Oracle Identity Admin & Governance (IDM)

Kapcsolat a végpontokhoz: KESZ KONNEKTOROK 38+ fajta

Application Onboarding (AOB)
Connectors:

Box, Concur, Database
Application Tables, Database
User Management, Dropbox, Flat
File, Google Apps, GoToMeeting,
MS Active Directory User

Management, Office 365, Oracle
eBusiness HRMS, Oracle eBusiness
Suite User Management, Oracle

|dentity Cloud Services, Oracle

Unified/Internet Directory,
Salesforce, SAP Success Factors,

SAP User Management, SAP
User Management Engine,
ServiceNow, UNIX, WEBEX

Connector Installer (Cl) Connectors:

AS400, BMC Remedy User Management, Box, CA ACF2
Advanced, CA Top Secret, Concur, Database Application
Tables, Database User Management, Dropbox, Flat File,
Oracle Fusion Apps, Generic REST, Generic SCIM, Generic
Scripting, Google Apps, GoToMeeting, IBM Lotus Notes and
Domino, IBM RACF Advanced, JD Edwards Enterprise One
User Management, MS Active Directory User Management,

MS Exchange, Office 365, Oracle CRM On-demand, Oracle
eBusiness HRMS, Oracle eBusiness Suite User Management,

Oracle Identity Cloud Services, Oracle Unified/Internet

Directory, PeopleSoft Campus / Employee Reconciliation /
User Management, RSA Authentication Manager, Salesforce,

SAP Success Factors, SAP User Management, SAP User
Management Engine, ServiceNow, Siebel User Management,
UNIX, WEBEX, Webservices E




Az Oracle Identity Manager f6bb funkcioi

Identity, Role, & Account  Delegated Self-Services Request &
Administration Administration Approval
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Az Oracle Identity Manager miikodési modelljel
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Az Oracle fontos traszformaciokat hajt végre

Legacy deployment } =
On-premises/Weblogic/Bare Metal [<n2]-

Monolithic architecture } @gg
JavakEE/App Server [ o)
Major releases } =
12-18 months release cycle oooo-

Complex upgrades }

High-touch activity
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Simplified deployment choice
On-premises/Cloud/Containers/Microservices

Microservices architecture
Portable/Stateless/API First/Scale up and down

Iterative delivery
Frequent cadence of bug fixes & feature release

Simple updates
Orchestrated deployment of what you need




Microservices kiegészitesek 2021 6ta

Oracle Identity Role Oracle Advanced Oracle RADIUS
Intelligence Authentication Agent
nnnnnnnnnnnnnnnnn — P e RSSYER —— -
R B 8 D L PR 039254"* O - N
| -

LB B A & & —

Optimize role provisioning, Enhance Oracle multi-factor Expand use of Oracle Advanced
and principle of least privilege authentication (MFA) with Authentication with databases,
with machine learning support for FIDO2, Yubikey and VPN and SSH clients

Passwordless
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https://docs.oracle.com/en/middleware/idm/identity-role-intelligence/index.html
https://docs.oracle.com/en/middleware/idm/advanced-authentication/index.html
https://docs.oracle.com/en/middleware/idm/radius-agent/index.html

Oracle Access Management

Jol kézbentarhat6, kozpontositott biztonsag + tizleti agilitas

Kerberos & o I e
Basic Auth. . . . Portals
Single Sign On Across Enterprise
- Risk-based Strong Authentication PeopleSoft

ORACLE
Secure Mutual SIEBEL

Authentication ——/ Entitlements Management ]
Packaged Apps

Standards-based Federation

Biometric %

SmartCard
o Custom Apps

Smart Card
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Kozponti Access Management / SSO nélkul

SSO - Single Sign-On




Oracle Access Management egyseges SSO

SSO - Single Sign-On




Oracle Access Manager
SSO — Single Sign-on | PROVIDERS

- o 7 A

Web Server 1
WebGate | I8 ! Enterprise !
[ I— applications
HTTP(s) )
N - Single Sign-on to
2 enterprise
Web Server g § applications
-
HTTP(S) —
Access
Users Server™
(employees, t

partners, endusers, Secure,

vendors, ets...) SSL based protocol LDAP-
based
Directory

Server User identities

\ and rigts

over SSL Security policies

IDENTITY E
PROVIDER
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Identity Federation esetén...
Federated Identity vs. SSO — In case of federation:
separated user management and user service

—

This party They don’t share e This party
doesn’t know common user owns the
the user =1 . E information, the basis 9 user
information, of their cooperation is information

accepted trust, tokens and role
users a(tjre mapping DENTITY
serve
through roles p%%QMISEER PROVIDER
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Identity Federation szabvanyok
SAML, OAuth2, OpenID Connect, etc...

Google in 2006

Heavy Lightweight Lightweight
SAML 2.0 OAuth2 OpenlD Connect
What is it? Open standard for Open standard for Open standard for
authorization and authorization authentication
authentication
History Developed by OASIS in 2001 | Developed by Twitter and Developed by the OpenlD

Foundation in 2014

Primary use case SSO for enterprise apps API authorization SSO for consumer apps
Format XML JSON JSON
Office365 Spotify Spotify
Salesforce Google Google
G Suite
Facebook Facebook
Okta Twitter Twitter
Onelogin
2 Ping Identity




Szabvanyokon alaplo integracio

e Authentication and Authorization
* SSO over HTTP Header, SAML, Oauth, OpenID Connect

» OAuth Token session linking w/multi-datacenter
synchronization

«  WebGate communication over HTTPS (OAP over REST)
* Dynamic client registration

REST APIs

« Federation management, OAuth, multi-datacenter,
multifactor authentication OTP, password policy, password
management , session management
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ORACL_E Access Management [@) Applicati i H& i ‘

Launch Pad | Available Services x

Configuration >

Available Services

The following is the list of services installed in your current deployment. Disabling a service will only turn off that service and will not uninstall it from the system.

A E Application Security

S

Access Manager Disable Service

Enabled

@ Adaptive Authentication Service Q Disable Service
Enabled

@ OAuth and OpenIDConnect Service 0 Disable Service
Enabled

4 A Federation

Q Identity Federation 0 Disable Service
Enabled

Access Portal Service ° ‘ Enable Service

Disabled

]
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Credentials management képességek

« User group specific password policies groups P B & e
« OTP based Forget Password =

g Configuration

* Admindriven forced password change
* Out of band TOTP for password resets
» Password-less Access with OMA push notification

° QR COde based OMA App reg]strat]on Quick Start Wizards Access Manager + Agents + ~
Perform common setup tasks Manage Single Sign-On Application Domains Manage Single Sign-On agents
SSO Agent Registration Application Domains
Resource Types
Host Identifiers

Authentication Schemes

Session Management Password Policy Plug-ins + ~

Manage Single Sign-On sessions Manage Common Password Policy for Single Sign- Manage Authentication Plug-ins
On

Authentication Modules
Authentication Plug-ins
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Adaptive Authentication

Accounts

v

vision

Touch ID for “Authenticator” aF 2 3 2 9 9 5 @

Verify Touch ID

Cancel

+ Vv

clark

Integrated biometrics/TouchID Time Based OTPs
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No SIM = 2:00 pm [ #

¢ Back  Oracle Mobile Authenticator

Access Request
Notification

User tom.dole has requested
access to portal.acme.com at
02:00 pm from IP address
10.177.254.243.

What would you like to do?

Push Notifications

Scan QR code to add
account

No QR code?

Easy User Enrolment




Koszonjuk a
figyelmet!




